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ABSTRACT

Opportunistic networks enables mobile users to partieipasocial interactions through applications such
as content distribution, flea-market, micro-blogs and tbbhased games. To interact securely, the estab-
lishment of trust is vital in a distributed environment. 3tis required to validate an identity and avoid
sybil users, select trustworthy interaction partners auditect useful opinions in a recommender system.
Different forms of trust, either based on a social connectioend), frequent encounter (familiar) or sim-
ilar interests, can be harnessed in order to best suit tferdift requirements. Algorithms are proposed in
order to evaluate different forms of trust in a distributedrmer and combine them for different require-
ments. Complexity, trust propagation characteristics saxlrity issues are discussed and thoroughly
analyzed using synthetic models and real world mobilitgesa

1. INTRODUCTION

With the advance of mobile devices, a variety of new netwagldcenarios and applications are emerg-
ing. As humans take advantage of their mobility and inteaact cooperate with other humans, so can
mobile devices, giving birth to opportunistic networkindsers would then be involved in participatory
social interactions with their surrounding using applimas such as mobile social networking [1], content
distribution [2], flea-markets, micro-blogs [3], and rodbased games. Most of these applications will
rely on the publish/subscribe paradigm [4] where users puilblish their inputs or services (e.g., con-
tent, sold objects, blog entries, game opponents) and sbbdtased on their solicitations (user-driven,
one-hop downloads) avoiding routing per se. Inputs wilksgrfrom their authors (or contributors) to con-
sumers through relays (or suppliers) in a delay-toleraittezpic fashion from hop to hop using mobility.
Possible areas of operations range from remote and ruas,avecasional events (e.g., conferences, expo-
sition halls) to stationary and settled communities (evgrk teams, military bases), and even city-wide
scale areas.

In such open wireless networking environments, one of tlyeckallenges is security. The cornerstone
of every security system that involves multiple users isasgablishment of trust. In a decentralized and
distributed environment, where no central infrastrucicaie be assumed, this is especially challenging.
Trust is required for various tasks in mobile environments.

In a distributed identity management system, only the itgbility of an identity but no one-to-one
binding between entity and identity can be achieved by oy@phic means. Trust in an identity is re-
quired in order to verify its legitimacy and to avoid sybitaatks. Most applications do not necessarily
need a one-to-one binding between an identity and a useathdrrto establish trusted relationships be-
tween the interacting agents such as service providersanits consumers (and avoid impersonation
once these trusted relationships are established). Trilseiservice or interaction partner is required in
order to avoid fake IDs and promote the interaction withtletate users, thus improving the user expe-
rience. Whenever an additional reputation or recommendgesyis present, that takes social reputation
into account [5], trust in the truthfulness of a rating isoalequired in order to form a factual opinion.



Trust comes in various forms. We trust our high school fribadause we have spent a lot of time with
her, know her surrounding and family as well as her charactdrhabits and thus, are able to assess what
she is capable of. We also trust a fellow student we do not kmatnsee in most of the classes. To a
certain degree this is because we know his main occupatitnmore importantly, we can expect to see
him in the same classes next week. Furthermore, we evenatfiilst critic, whom we have never met
in our lives, but who has given advice that mirrored our ta¥te trust the critic to provide more useful
advice to us in the future.

In this report we try to harness different forms of trust apglg them to the different requirements.
Firstly, we usesocial trust, established through consciously defined friend ties, ngplise of the fact that
mobility helps peer-to-peer security [6]. Secondlypironmental trust is inferred from the familiarity
of the surrounding peers leveraging the complex netwotlcgire [7] resulting from the social nature of
opportunistic networks. Thirdlysimilarity trust is assessed based on the correlation of the ratings or
opinions among different users similar to [8, 9]. Obviouslyst can also be inferred of the direct ratings
of past interactions but we leave this topic to the scope miitagion systems. All these different forms
of trust are orthogonal to each other and can be assessqueimtently. Furthermore, these forms of
trust can be weighted and combined according to the diffeeguirements. For the identity management
system, social trust might be the most important one, butderoto assess a correct rating out of various
recommendations, the similarity trust seems more fit.

The rest of the report is organized as follows: the next saegiresents some related work, followed by
the definition and comparison of reputation and trust. 8actiexplains the establishment of the different
forms of trust. The algorthms presented in this section eatuated in Section 5. Section 6 concludes
this report.

2. RELATED WORK

In classical networks, trust is established by a certifiaatbority (CA) through a public key infrastruc-
ture (PKI) [10]. In a distributed environment this appro&etomes useless, since no fixed infrastructure
and thus no authorities are available. In an opportunistedohoc network, the CA duty can be handed
over to nodes which then have to generate their own credieatid sign certificates of others once secure
pairing is performed. Making use of the mobility of the nodesst can be established between friends [6]
or in small groups [11] using a secure pairing protocol. Bayppproaches have the drawbacks of limiting
trust to only a small amount of users and requiring an comscioteraction in order to establish trust.
A more flexible approach is described in [12], where certifiazhains, similar to PGP [13], are built.
Unfortunately, this approach requires routing, in casesimgslinks in the chain have to be filled, which
is unavailable in opportunistic networks. Especially fonplete strangers and new users this is an addi-
tional problem. Furthermore, its arguable whether trarmesttust over several hops should be as strong as
in a direct friend.

The social analysis of graphs have inspired a rich set of émmgocial network tools. Links can
be predicted by analyzing different measures of similgfi#] which can be used for routing in delay
tolerant networks [15]. As a more advanced tool, commumitiay be detected by optimizing modularity
greedily [16] or if speed is an issue, hierarchically [17hiScan also be done in wireless networks [18]
since the node’s mobility reflects the underlying socialicture. Identifying communities also helps
routing in such environments [19]. In mobile networks spkaitention has to be paid to the contact
aggregation in the graph [20] and aging [21] in order for toigls to remain effective. Especially the
aging issue lacks a proper solution. To our knowledge, nlesree any of these tools been used to infer
any kind of trust where measures like familiatignd similarity place a predominant role.

Many reputation and recommender systems have been propo#espast [22, 23] which take indi-
vidual as well as social reputation [5] into account. Altghilsome use a deviation test in order to filter
out liars, only few introduce a measure of trust in order t&enbetter use of social reputation. Liu and
Issarny [8] evaluate the similarity of direct ratings ando@mendations to assess trust in future opinions.
Walsh and Sirer [9] take it one step further and propose Qraslea reputation system for peer-to-peer
filesharing that allows the correlation of ratings over was hops in order to achieve trust in certain con-
tent. Other systems ensure trust through a gossiping miaising witnesses [24, 25] but when trust has
to be assessed of over various hops the selection of witheshardly feasible.

! Accumulated time or frequency of contacts.



The main reason why trust is required in such a distributetihge is the simplicity of creating and
leaving multiple identities and launching sybil attack§][2By these means, an attacker might gain a
larger influence, abandon bad reputation or evade resplitysi his/her actions. Various methods have
been proposed in order to prevent such attacks. Piro etdlafgue that sybil users can only commu-
nicate serially and would thus cause much fewer collisiomshe MAC layer and are thus detectable.
SybilGuard [28] approaches this problem from a differerglary assuming that sybil users can create
many identities but only few trust relationships and carsthe detected by carefully observing the social
graph. Location based sybil detection is also an effectigasure [29] but requires specialized hardware.
However, the presented approaches do not prevent usersitixfriom generating multiple identities and
only provide a probabilistic assessment of a node usingl $ydutities. But all approaches are com-
pletely independent of each other and orthogonal to thdkstianent of trust. They can thus be used as
an additional measure to increase the complexity of ankastad the probability of detection.

3. TRUST VS. REPUTATION

Trust is often confused with reputation and used interchahly. To avoid that, we give clear defini-
tions of both terms and discuss their relation to each otherst is a particular level of the subjective
probability with which an agent assesses that another agent or group will perform a particular
action, both before he can monitor such action (or independently of his capacity ever to be able
to monitor it) and in a context in which it affects his own action [30]. In contrast to trust, which
tries to predict a future action, reputation is a passiveperty depending on past actionReputation
of an agent is a perception regarding its behavior morms, which is held by other agents, based
on experiences and observation of its past actions [8]. Of course there is a strong relation between
both terms, since an users’s good reputation promotesubeitrthat user. Nevertheless, in this paper we
ignore the concept of reputation and the trust that mightdsessed based on it and focus only on other
ways of establishing trust. The reason for that is that eitie proposed trust metrics should be usable as
an input for the reputation system in the first place or be tistdly independent from it, for example to
counteract sybil attacks.

4. TRUST METRICS

In this paper we propose three ways of establishing trusbutih social connections, based on the
environment, based on similarity/taste. A forth way woukltb base trust on the experience of direct
interaction, but this belongs to the scope of reputatiotesys. All four methods are orthogonal to each
other and can be used in parallel. The different trust vataesbe combined in order to cope with the
advantages and disadvantages of each method.

Social Trust.

The cornerstone of social trust are consciously selecieddties. Taking advantage of the mobility of
the devices, secure and reliable friend ties can easily hiead via any form of secure pairing. Similar
to PGP [13] and Capkun et al. [12] we assume some transitiitsust. According to Swamynathan et
al. [31] this is a reasonable assumption over up to 6 hopsngalonscious friend connections as a basis
of trust has its advantages as well as disadvantages. Thtbagecure pairing process, the human entity
behind the identity is verified and makes sure it is not a dyhilSecondly, the trust is based on a social
relation, which assumes a certain knowledge about the pegsersonality and what he/she is likely to do
and what not. On the downside, it requires the interactich®iser. Furthermore, the resulting graph of
friend ties is loosely connected and regular interactioesiat guaranteed. It does not guaranteed to give
us a trust assessment about a lot of nodes that are met tggular

Environmental Trust.

In everyday life, there are certain individuals we regylatare the same space or the same activ-
ity with. For example, there are usually the same people mapartment buildings, mostly the same
coworker at the office every day, and some people that goadgub the same gym each Tuesday and
Thursday. A community detection algorithm can try to idntihese communities by carefully observing
the environment and analyzing the peers in the area over #dteough communities have a social no-
tion, this is not guaranteed, since members of a detectednemity doesn’t have to know or be friends
with each other, but only share the same environment forrafgignt amount of time.



Community detection cannot guarantee for a certain erdityet behind the proclaimed identity, thus
this method is not as secure as basing the trust on consciend fies. Nevertheless, a certain amount of
trust in a familiar stranger can be justified since the idgmathinnot be a fast living, which is useful against
sybil attacks. This increases the effort of an attack sigguifily. A significant advantage this method has
over the friend ties, is that it requires no interaction & tiser. An important aspect to keep in mind is
that current community detection mechanisms are easilpéaad with or at least influenced so special
care has to be taken in making it resilient to attacks.

Smilarity Trust.

Certain trust can also be based on similarity/taste by tadimg ratings or opinions of different users.
This method is usually combined with or part of a reputatigstesm. Such a system for mobile ad hoc
networks is introduced by Liu and Issarny [8]. There, trasissessed by comparing recommendations of
other users with direct experiences. Aditionally, Walst &irer [9] propose Credence, a reputation sys-
tem for peer-to-peer filesharing that allows the corretatibratings over various hops in order to achieve
trust in certain content. Although this method might idBntinwanted content, or at least select peers,
which for their similar taste, are more relevant in the gigentext, it has significant weaknesses. Firstly, it
requires the presence of a reputation system in the first plad the user needs to have experience/ratings
already. Secondly and more importantly, recommendatigrht@asily be forged and manipulated to be
similar with the respective peer in a decentralized envirent. Making this way of assessing trust secure,
especially for opportunistic networks, is not an easy tablciwvis beyond the scope of this report and is
left for future work.

41 Social Trust

Social trust requires a user to consciously create friezed hrough a secure pairing process the nodes
can sign each others certificates as proof of their frieqdsiWe do assume some transitivity of trust as
mentioned before, but instead of just building chains asGPP13], we take into consideration that trust
in a user we have several common friends with is higher thanugser we have a single connection over
various hops.

Nodes that meet in an opportunistic way exchange their fistiends and build up a friendship graph
Gr. The friendship graph is a special graph organized in lefiglsonstituted by a set of nodes having
the same distancé from the local nodery. Edges only exist between nodes in sequenced levels. The
graph can be constructed using a slightly altered breardthsiarch (BFS) algorithm. The modification

is necessary to allow various edges from nodes jrio end in a single node ih,,; A trust valuet; in

the rangd0, 1] for every node in the friendship grajghr is then calculated by Algorithm 1.

The algorithm gives all direct friends a trust valuelof The values become smaller with each hop
distance, depending on how well a node is connected. Thewvalecrease faster if many friend ties exist,
and does not decrease at all if only one node exists on eatmdgslevel. For this reason the minimum
degradation factoe is introduced. It is recommended to g€b a value of2 or 3, to force a certain trust
degradation per distance in a sparse friendship graph.

An thorough evaluation of the performance, the expectest distribution, and of security concerns
will be given in Section 5.1.

4.2 Environmental Trust

As argued before, the careful observation of ones surrognghn increase trust in certain nodes. One
way of analyzing the surrounding is by community detectibBhcommunity can be described as a well
linked clustering of entities [21]. By analyzing contactation and/or contact frequency of the surround-
ing peers and sharing this information with those, one carnamuess the communities to which one
belongs. In [18], three algorithm&mple, k- Clique, and Modularity are proposed. Each algorithm needs
to maintain and exchange at least the set of familiars anddh@munity members. Users are added to
the familiar set after their familiarity (accumulated timefrequency of being in proximity) surpassed a
certain value. In order to build up the community each athamiuses a different strategy. Tisémple
algorithm compares the similarity of the surrounding of twaales in order to decide whether to add each
other into their respective community. TheCligue algorithm searches for cliques of a certain size a
node belongs to and thdodularity algorithm tries to find a community by optimizing its modutaias
in most state of the art community detection algorithms Bj,17].



Algorithm 1 Social Trust

n;: A node (local node: ng)
e;,j: Edge from n; to n;
FR;: Set containing all friends of n;
Gr: Friendship Graph of ng
ts;: Social trust value of n;
Lg: Set of nodes with distance d from ng in Gg
¢: Minimum degradation constant
Lo =Ny
tSQ =1
for all nodes n; in proximity do
acquire F'R; from n; and update Gg
build Gr and get Ly V d
for all d > 0 do
for all n; in L4y, do

tgj = ———— . t
5 max(| Lg |, c4) Z Sk

ni€Lg:3ey ;

end for
end for
end for

For the assessment of trust, finding a community with an a@timodularity is not really helpful, since
the modularity does not say anything about the trustalofityodes. More important is the familiarity and
the similarity of the nodes. The more familiar a node is, trgkr it has been in proximity, which means
the probability of it being a short living user is smaller ahe effort to create influential sybil users is
bigger. The more similar a node is, the more nodes from th@gnding share this opinion of the node
being familiar.

Algorithm 2 Environmental Trust

n;: A node (local node: ng)
fi;+ Familiarity value n; has for n;
Fji: Set containing f; ; of all n;
te;: Environmental trust value of n;
fsi=2,fij
for all nodes n; in proximity do
update fo@
acquire F; from n;
for all n; do
_ _Jo Jog Z J 0k Jx  Jkd
“ ~ fso fso fsk — fro
end for
end for

Algorithm 2 calculates a trust value in the ran@e2) based on the familiarity and similarity of the
nodes, although values greater thiaare negligibly rare. It requires each node to keep track ef th
connection times with the surrounding nodes, in order t@kbe familiarity valuesf; ; up to date. The
set of all familiarity values is exchanged with all neighbtinus giving a node a local approximation of
the weighted network graph. The algorithm then assigns$ walses to nodes up to 2 hops apart from the
local node depending on their familiarity and similarity.

This algorithm has similar weaknesses as any distributethoanity detection algorithms we could
find. They are the normalization of familiarity values soytlean be compared between nodes and a
proper aging of the familiarity values. Hossmann et al. [@fl)ye a similar contact aggregation problem
by finding the optimal edge density of the graph. They proposaline optimal density tracking algorithm
that infers the desired density by optimizing the commusttycture of the graph. The same principle



can be used to dynamically find a suitable aging speed thdupes the optimal density of the graph and
comparable familiarity values. This can be done for exarbpleaving different sets of familiarity values,
aged at different speeds around the actual aging speedgsiodipally check which speed produces the
best density of the graph and shift the actual aging speduirdirection.

4.3 Combining Metrics

Trust does not only come in different forms, but is also rezplito achieve different goals. Depending
on the requirement, some forms of trust might be more suttizn others. Whereas social trust helps
mostly to identify legitimate users, similarity trust is nrauseful to get valuable opinions. An adaption to
the different needs can be done the following way. A trustéeraction partner is identified if

Ws * ts + we - te > thlu (1)

with the weightsw, andw, and the thresholdh;,,. Since the amount of distributed social trust is higher
than the environmental trust (see Section 5), a reasongéie@e is to have both weights pfand the the
threshold set t6.1. A valuable opinion is identified by

(ws : ts + we - te) : tts Z thop (2)

with a taste similarity trust valug, in the range of0, 1]. A reasonable value for the threshafd,), is
0.01. For an analysis of the amount of distributed trust and thaigations of these suggested values see
the next section.

5. EVALUATION

The algorithms proposed above are designed to work in a malitting, with a lot of interacting
user, not all of them with good intentions. For this reasoéms important to know the complexity of
establishing trust, understand how trust propagates igrdgegh and be aware of the security issues those
algorithms imply. In order to analyze the algorithms, reakl mobility traces where used, the MIT
Reality traces [33] and the Haggle Infocom traces [34] to lmeentoncrete. The traces consist of two
totally different settings, a campus setting consisting@®hodes over a period of about 9 month with low
contact density and a conference setting consisting of d&sover a period of 3 days with high contact
density.

5.1 Friendship Graph

Complexity.

Algorithm 1 consists of two parts which run each time a nodaee®into proximity. The parts consist
of the construction of the friendship graph- and the calculation of the trust values The construction
of G can be done by a modified BFS algorithm, thus has compléxty) with b being the branching
factor andd being the depth of the resulting tree. The calculation otthst values as stated in Algorithm
1 would takeO(b??~1) operations since for every trust value of a node in leielll the trust values on
level d — 1 have to be summed up in the worst case. In order to optimize i trust values can be
calculated on the fly when building'r. This is shown in a more detailed version of the first loop of
Algorithm 1 in Algorithm 3. By using this optimization thegelting algorithm has complexit® (b?).
Additionally, the algorithm does not necessarily have to after each time a new node was connected,
especially if several nodes are in proximity at the same.tithis more efficient to exchange the friends
list with several nodes and then run the algorithm just once.

As far as the size of the transmitted data is concerned itrdipenly on the amount of friends a node
has, thus is in the order 6#(b).

Trust Propagation.

Algorithm 1 makes sure that each direct friend has a trustevaf1. Through the direct friends some
of that trust propagates to their friends on the next level smon. The amount of trust that propagates
from one level to the next depends on the current level'd sateial trust7; and the amount of nodes in
the current level and the amount of edges going to the neat ds/described in Equation 3.

E
Typy =1, Lt ] (3)



Algorithm 3 Friendship Graph

n;: A node (local node: ng)

e;,j: Edge from n; to n;

ts;: Social trust value of n;

Lg: Set of nodes with distance d from ng in G
c¢: Minimum degradation constant

Lo =ng
size(Lg) =1
tS() =1

for all d > 0 do
for all n; in Ly do
for all unvisited e;  do

mark e; ; as visited

if ny not visited(< d) then
mark ny as visited(d)
add ny to Lgqq
increment size(Lg)

1
tsy = tsg + - -ts;
max(size(Lq_1), cd=1)
end if
end for
end for
end for
MIT (96 nodes) Haggle (41 nodes)
trust type env. | soc. (sw/phone) | soc.+env. (sw/phone) | env. | soc. | soc.tenv.
trust per node 1.94 7.98 / 4.75 9.91 / 6.68 1.59 | 7.48 9.07
nodes w/ trust > 0.10 | 5.9 15.4 /9.1 21.0 / 14.7 2.9 14.4 17.9
nodes w/ trust > 0.01 | 22.6 38.4 /16.9 53.4 / 35.7 23.8 | 29.7 36.1

Table 1: Trust Value Statistics

This results in

‘ Ez 1,2 4

7= H [ @
as the total social trust for each level As a result, the overall propagated trust increags( Ty_1)
in case there are many edges between leVelg (; 4 |[> | Lg—1 |2). This is usually the case for the first
few levels but changes rapidly &4, | increases since the average branching factor does notehang
over the levels. In order to assess the propagated trusaldgloeithm has been tested on social graphs.
Unfortunately both traces contain no information to basgeddrust on. For this reason, a synthetic small
world graph is build and overlaid on the traces. The Watts$tndgatz model [35] is used to construct
the graph. The n nodes of the network are arranged to a rindriemdl ties are established with k = 4
of their neighbors. Then, each link is rewired with a probigbp = 0.25 to a random node outside the k
neighbors. Additionally, for the MIT set, a second frienigisgraph is constructed as a comparison. The
links in the graph correspond to phone calls that took pléd#hnough a phone call does not necessarily
imply friendship, the resulting graph has nice social pripe such as communities. The resulting trust
propagation for the MIT Reality traces can be seen in Figuiehk x-axis correspond to the hop distance
in the friendship graph and the y-axis are the mean assigastivialues for nodes having that distance.
The values are shown for both social graphs for two diffedegradation factorsof 1 and2.

The values for the graph based on the phone records degiades sver the hop distance. This is
mainly because the average node degree in 213y, compared to the small world graph with average
degreet. The red dotted line marks the trust valuedaf. We can see that most of the nodes achieving a
trust value higher thaf.1 are under 3 hops away. Although it looks like in the phone lgtap propagated
trust is higher, this is actually the other way around. In ¢h®all world graph nearly double the trust
propagates into a node on average. Also the number of nodewirey a trust value oved.01 and0.1



is around double for the small world graph. The specific \&lwan be found in Table 1. Note that
the values are very similar for the small world graph with 4Hes overlaid on the Haggle traces. This
suggests that the amount of propagated trust does not btrbeyend on the network size but more so on
the graph’s structure.
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Figure 1: Mean Trust per Level in G of the MIT Data Set
Security.

Trust is a measure to establish security and for that redBerestablishment of trust has to be secure
in the first place. Social trust is inferred from consciowstyablished friend ties created by a user through
a secure pairing process. It is up to the user to select amdifiglérustworthy friends. The resilience
of this trust metric is thus up to the intelligence and reasility of the user. Another way would be to
compromise a device with malware. Malware is altogetherréimogonal problem which is beyond the
scope of this paper.

Mistakes while estimating the trustworthiness of a friendyinstalling malware are possible and do
happen. For this reason the influence of a compromised nazlddsbe analyzed. On the one hand,
a compromised node enjoys a certain trust from other nodeb,0a the other, a compromised node
can try to integrate sybil users into the friendship graplicivithen are trusted to some degree as well.
From Equation 3 results that a node on a certain level of fieadship graph has only an influence on
successive levels. Although the overall trust may incréasa one level to the next, this is only possible
if the branching factor increases in quadratic order witthdavel. This is only feasible for low levels in
G, e.g. for direct friends, and can be minimized by limiting thaximum number of friends. This does
not only make sense from a social point of view [36] but alsorfra computational perspective it helps
to not blow the computation time out of proportion. Additahy, a more effective and also reasonable
measure is to ignore all outgoing links of nodes that haveist tralue below a certain threshold, as e.g.
0.01. This reduces the computational complexity by eliminatdges over which the trust propagation
is negligible anyway.

5.2 Environmental Examination

Complexity.

For Algorithm 2 only one’s familiars and their familiars asdevant. The algorithm visits every familiar
and their familiar and has thus a complexity@fb?), b being the branching factor or the average number
of familiars for that matter. Although the complexity is ntulower than for the social trust, assuming

2For these values ¢ = 2 is assumed.



d > 2, it can still be computationally intensive if the number aftfiliars grows too much. In order to
keep this aspect under control, an appropriate aging mexhas necessary.

As far as data transfer is concerned, only the list of famiiliavalues has to be exchanged, thus the
exchanged data is in the order@fb)

Trust Propagation.

The total amount of trust that is distributed per node is astrBo At least half of that belongs to
direct familiars. Each familian; recelvesf“—l amount of trust for itself and the same amount to distribute
among its familiars. Although the amouint of trust is limitéiakre is still more thaf0 nodes that receive
a trust value of at leagi.01 in both, the MIT as well as the Haggle data set. The averageianud
nodes receiving a trust value or at le@st0 is much smaller. The specific values can be found in Table 1
including for the case when social and environmental tsisbimbined.

In order to understand how Algorithm 2 distributes trust amthe nodes in the local community, the
trust values are mapped against the outcome of state of themmunity detection algorithms. The
Louvain algorithm [17] was used to find hierarchically orgaa communities by trying to optimize the
modularity. The outcome can be seen in Figure 2(a). On thdscthe corresponding hierarchical level
of a node is shown. The y-axis shows the expected trust a notieablevel. Nodes that are in the same
community obviously have much higher trust values on awerdge red dotted line marks the trust value
of 0.1. We can see that nodes outside the community do not exceetétlel of trust. The correlation
improves if an aging mechanism is present. Although the aiynaging improves the distribution of the
trust values, it can still be improved as shows the comparisdhe static aging with good parameters
which is a matter of future work.

Although the correlation between the community memberahiptrust values are already visible, the
environmental trust is not based on the local community wittimal modularity. For this reason, the
simple algorithm [18] was used as well, for it is also basedhenfamiliarity and similarity of the nodes.
The results can be seen in Figure 2(b). The x-axis shows Hssifitation of a node by the simple
algorithm and the y-axis shows the expected trust the naesve. The simple algorithm was applied to
the MIT traces using the optimal parameters the authorsggeapHere the correlation of the trust values
to a node’s classification is even stronger but in both figltés and 2(b), is seen how the distribution of
the trust values among the local community reflects the streof the network.

Security.

The main goal of environmental trust is to increase the egleg of a node and to make sure the node
is not a fast switching identity. For this reason the proadssssigning trust to nodes should be resilient
to attacks. Algorithm 2 assesses trust of a node by the néaleiiarity and by its familiarity to one’s
familiars. Both are properties that are not easily aduiégtaln order to gain a lot of trust a node has to
maximize its familiarity with the target nodes and minimthe familiarity other nodes might have with
the target nodes. Since the only way to influence one’s fartifiis by actually being present, an attacker
either has to follow a target or to hide a node close to a plaegdrget stays regularly. A strong antenna
could additionally be used to increases the range of infleieimorder to minimize other nodes familiarity,
their beacons can be jammed. All these methods take a coaBldeffort and whether the influence on
some nodes is worth the effort is questionable. Additignaliher sybil countermeasures [27, 28, 29] can
be used in order to further increase the effort of an attack.

6. CONCLUSION

In the absence of a central authority (CA), the generationanfy identities by a single user is possible.
While a true one-to-one, once-in-a-lifetime binding betwestity and identity is already challenging
with a central authority, it becomes even more so in a fulgrihuted and more specifically opportunistic
environment. Sybil attacks and the ease of new identity igioa raises the need of solid trust metrics.

3Dynamic aging is a prototype aging mechanism based on optimizing density of the network (see Section
4).

4The parameters chosen were an aging speed of 14 for the MIT Reality traces and 1004 for the Haggle
Infocom traces.

5The frequent encounter makes the node an important interaction partner, e.g. because unfinished
transmissions can be finished in the near future.
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For this reason we make use of several forms of trust, naseelyl, environmental andsimilarity trust,

to satisfy the different requirements an application basedn opportunistic network might have. Trust
is mainly assessed for the part of the network which is relet@a node, which makes this approach
scalable. Of course, not all information about every entenaal user can be saved and a true one-to-one
binding of entity and identity cannot be guaranteed. Thissdwot diminish the validity of this approach,
since most of the application do not care about the entityngethe identity but only the trust relationship

between identities.
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